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Abstract:  The wireless access in vehicular environment
system is developed for enhancing the driving safety and
comfort of automotive users. However, such system suffersfrom
quality of service degradation for safety applications caused by
the channel congestion in scenarios with high vehicle density.
The present work is a congestion control mechanism in
vehicular ad hoc network. It also revokes the misbehaving
vehicles from the network. It supports vehicle to vehicle and
vehicle to infrastructure communication of safe messages using
control channel and unsafe messages using service channel. The
proposed scheme reduces the channel congestion by allowing
only the authentic vehiclesto participatein vehicleto vehicle and
vehicleto infrastructure communication. Each vehicle generates
beacon message periodically for its neighbors. The size of the
beacon message is controlled dynamically to minimize channel
congestion. The duplicate message truncation algorithm at each
vehicle also reduces channel congestion by discarding the
duplicate safe messages. The proposed scheme also reduces the
loss and delay in transmission of safe and unsafe messages by
sharing the available bandwidth of the channels among vehicles
efficiently. The unsafe messages at a vehicle may also be
transmitted using control channel provided the control channe
is free and service channel is overloaded which helps to reduce
the loss of unsafe message at a vehicle which in turn reducesthe
congestion of a vehicle and also improves its quality of service.
The performance of the proposed scheme is evaluated on the
basis of average |loss of unsafe message, average delay in safeand
unsafe message, storage overhead per vehicle.

Keywords: V2V  communication; V2l
Congestion control; Safe and unsafe message.
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. Introduction

Congestion control is an important research issuensure
safe and reliable vehicle to vehicle (V2V) commaiticn by
using the limited resource available in vehicula-hac

transmit its own message and can receive messages f
other vehicles.

Several congestion control schemes have been prdpEs
far. Zhang et al. propose congestion control inelgss
networks for vehicular safety applications [1]. Theent
driven congestion control is triggered reactivelyenever a
high priority safety message arrives to the systemelps to
guarantee quality of service (QoS) for safety agpions. The

measurement based congestion detection measures the

channel usage and compares it with a defined tblésBut
the effective transmission of the safety messagesat
guaranteed as the authors did not consider thénlneibood
context and the effective bandwidth sharing. Moegothe
delay in event driven safety message is found éxgertally
as 50 msec. But for safety application such messagd to
disseminate among adjacent vehicles within 20 msec.

A scalable congestion control for event driven safe
messages in VANET is proposed in [2]. The congasiso

detected by scanning the message in the queue gnd b

monitoring the channel communication based on pireeth
threshold. A priority based earliest deadline falgiorithm is
used to schedule the packets having the same higfityfor
communication using control channel. But they cdesbnly
the event driven safety messages having identraaities.

A cooperative congestion control approach is pregads
[3]. The priority of the messages is determinedadyitally
depending upon their types,
neighboring vehicles configuration. In [3] the ceogtion in
message transmission is achieved by dynamicaltyitalising
the available bandwidth among vehicles. A vehiceihg the
high priority message can use the available barttivaidly. If
the two vehicles have to send two messages wittsanee
priority, the available bandwidth is given to thest vehicle

network (VANET). Each vehicle in VANET is able to who notifies the priority of its message. Each ekhspecifies
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network context and the
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the time of first notification in its beacon messagut in [3]
the available bandwidth at each vehicle is indepahdn the
congestion level of vehicles.

A congestion control approach is proposed in [4].
considers dynamic priority based scheduling. Theice
messages are scheduled in control channel ifriéés But the
authors have not suggested the message formatoMmrthe
performance analysis is not presented graphicalls]i

A cooperative scheme for service channel (SC |?1

reservation is proposed in [5]. According to WisseAccess
Vehicular Environment standard, the safety messages

carried over a dedicated control channel (CCH) evhil
non-safety messages are delivered over one of eaofset

available service channel (SCH) [5]. But in [5] hds a
possibility of bandwidth wastage when the SCH iertbaded
and CCH is idle.

An adaptive congestion control for dedicated shange
communication vehicle networks is proposed in [6]this
scheme each device periodically senses the chhaset on
the channel occupancy time. If the channel occupdinte

measured at a vehicle in CCH exceeds the predefin%ﬁf

threshold, all beacon messages will be blocked idiately.

A novel concept for utility based congestion cohamnd

packet forwarding in VANET is proposed in [7]. The

congestion control algorithm uses an applicatioecHj

utility function and encodes the quantitative tyili
information of each transmitted data packet inamgparent
way for all users within a local environment. A datralized
algorithm then calculates the average utility vahieeach
individual vehicle based on the utility of its dagackets and
assigns a share of the available data rate propaitio the
relative priority. The evaluation of message ptiokiased on
utility and packet size reduces the performance
disseminating event driven safety messages.

proposed in [8]. The algorithm operates only vedsabn the
same lane. The vehicles forward the event drivefietysa
messages after receiving it successfully from fratticles.

But in real scenarios an accident in a lane alfectf other
lanes.

A congestion control algorithm is proposed in [9] 1o
ensure high reliability and timely delivery of dissinating
event-driven safety messages. It is the combinatdn
event-driven detection and measurement-based teteThe
measurement-based congestion detection monitors Tl
CCH is congested if the number of packets in thetrob
gueue exceeds a defined threshold and the algositarts to

Mitra and Ghosh

transmission frequency for beacons according toéteork
context, while considering the accuracy of updatatgtus
information.

I The objective of the proposed scheme is to minirttize
channel congestion and to revoke misbehaving vehitbm
VANET. The scheme in [12] is extended in the préserk
for further reduction of channel congestion. TheNE in
the proposed scheme is a hierarchy having certjfgirthority
CA) at the root level, road side units (RSUs) he t
termediate level and vehicles at the leaf lekelch vehicle
has an electronic license plate (ELP) in whicheherypted
vehicle identification number (VIN) of the vehicles
embedded by the vehicle manufacturer. Each vehile
equipped with global positioning system to knowatsrent
location.

The present work supports V2V communication of saife
unsafe messages among authentic vehicles. It algooss
vehicle to infrastructure (V2I) communication of safie
message among authentic vehicles and RSU. Thatpradr
safe messages is assumed as higher than theypobuihsafe
ssages to disseminate the safe messages amadolgs/eh
hout delay.

The ELP of a vehicle broadcasts (as per IEEE PH6@0
IEEE 802.11p) the encrypted VIN after entering inke
coverage area of a new RSU. The new RSU verifies th
authentication of the vehicle. It assigns a digsighature to
the vehicle as a valid key if the vehicle is autierEach
authentic vehicle includes its digital signaturegtia message
format which helps to prevent the unauthentic viehirom
participating in V2V and V2l communication. Each RS
revokes the misbehaving vehicles from its coveragea
without which antisocial and criminal behavior jeogizes

ct)?e benefit of the system deployment.

A control queue (CQ) is maintained for keepisafe

A congestion control for safety messages in VANET jmessages and a service queue (SQ) is maintainkedping

unsafe messages at each vehicle. The length ofnf@@Q at
each vehicle is assumed as variable and it depgmis the
number of safe and unsafe messages. The duplicdsages
are discarded from CQ to minimize channel congesfitne
congestion level of a vehicle is measured in teohsts
priority. The priority of a vehicle is computedagunction of
the number of high priority and low priority messagn its
CQ and SQ respectively. Each vehicle sends variebigth
beacon message to its neighboring vehicles peatigdiand
specifies its own priority in the beacon messadpe 8ffective
bandwidth of each vehicle is computed dynamically
depending upon its priority and the priority ofisighboring
vehicles to minimize the average loss of safe ansafe

discard the incoming beacon messages. The evemrdri messages.

detection method monitors the event-driven safetgsage
and decides to start the congestion control algorit
whenever event-driven safety message is detected
generated. But it considers only the event drivafety

messages. Moreover a node may not have the uptéo d

information about its neighbors due to the lossbe&con
messages in case of CCH congestion.

In the proposed scheme it is assumed that alvéhicles
eonrter into VANET at the same instant of time. Tharmel
time is divided into synchronization periods of 198 [13].

ach synchronization period consists of equal-leng)
alternating CCH and SCH interval [13]. At the betdimg of
each interval a 4 ms long guard timg) (is set to support

radio, switching delay and timing inaccuracies. Tb€H

The authors in [11] propose a new congestion cbntrinterval and SCH interval are shared among vehicles

approach for beacon transmission. A distributedcbea
frequency control for VANETS is proposed for theaben
safety message transmission. It mitigates thebterchannel
condition in dense network by adaptively adjustitige

efficiently for the transmission of safe and unsafessages
respectively for reducing channel congestion. Bath CCH
and SCH interval are divided into variable sizetsldhe
number of slots in each interval depends upon theber of
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vehicles in VANET. Each vehicle reserves a sldhtio CCH AV as (Distance of the nearest neighbor from AVA&Reed
and SCH interval depending upon its priority w.its of the nearest neighbor) so that the nearest nerghbAV
neighboring vehicles. It also computes the sizth@freserved can receive this message in time. Such messags aetmhst
slot both in CCH and SCH interval for the transmaissof two hop communications for informing the surrourgdin
waiting messages in CQ and SQ respectively. Eabitiee vehicles about the location of AV.

also transfers messages from SQ to CQ in case@htiS
overloaded and CCH is free to reduce the loss chien
message which helps to maintain the quality ofiseref a
vehicle at a satisfactory level.

The format of Type_Il message is shown in Figl8ijich
message is generated by a vehicle (Source_V) wietdcts
traffic signal breakdown, jamming information et€he
Source_V sends this message to the vehicles béhied to

The proposed scheme supports V2V and VZhe vehicles which are moving towards the jam liocatThe
communication of messages among authentic vehitigs  Source V determines its distance from the nearmigthhor
The dynamic selection of beacon message size aed {Des_ V) behind it and the speed of Des_V from &sadon
removal of duplicate message help to reduce thereda message. The time out of warning message is cédcllay
congestion. Moreover the available bandwidth isretha Source V. as (Distance between Source V  and
dynamically among vehicles which help to utilizeeth Des V)/(2*Speed of Des_V) so that Des_V can recéiie
available resource of VANET in an efficient wayvlrifies message in time. It is required to prevent the rotiedicles
the authentication of vehicles using VIN. The ug®& N for  from entering into this road for improving its tiiafcondition.
authentication of a vehicle is advantageous asiihpossible So such message needs the communication up tanthefe
to transfer VIN among vehicles and to alter theiinfation on the road whose identification (Road_id) is spedifia the
it. Moreover VIN of a vehicle remains intact eventypical message format.
environmental condition. It contains informationoab the
manufacturer of the vehicle and description ofwtbkicle. So
other than identification and authentication VINnaaso be
used to know the manufacturing details and the ildeta
description of a vehicle which may require in casle
accidents etc. The proposed scheme is also abteate
misbehaving vehicles and revokes them from the owtin a
timely fashion to prevent the misbehaving vehictesm The format of Type_IV message is shown in Figl(itjs
causing more damage to the network. a query message which is generated by a vehicler¢8oV)
to know the nearest restaurant (Destination_pointfe route
to reach to a specific destination (Destinationnfjaétc. The
Source_V sends this message to its neighboringleshand
expecting its reply before reaching to the pointg&nt) from
where it has to enter into a new road so that thec® V can
1. Present Work move towards the Destination_point using propeteotlihe

In this section the type of messages supportetdproposed time out of this message is calculated by the Spurcas
scheme and their formats are considered for digmusghe (Distance between the Source_V and R_point)/Spefed o
function of CA and RSU are elaborated. The functibthe i~ SOUrce_V.

vehicle (N, 1<i<N, N-1 is the number of neighboring vehicles
of N)) is also discussed.

The format of Type_lll message is shown in Figi)L(i
Such message is generated by all the vehiclesdiesity.
The time out of such message is assumed as thaeal of
beacon generation rate which is assumed as 5 t4z100]
otherwise the current beacon becomes obsoleteftyshly
generated beacon.

The rest of the paper is organized as follows 3éction Il
discusses the present scheme. The experimentdisrese
elaborated in section Ill. Section IV concludes plaper.

Current

Type | D_Sig | Message location

Time out | Hop count

A. Message Format
The proposed scheme supports V2V communicatiorafef s

Current

Type | D_Sig | Message location

Time out | Road id

messages such as emergency message (Type_| messaga%) b s | c Direc Iljigﬁlbe}-o'f {\Iumbgrqf Socoq | Vehictd
; e | D_Sig urrent | Direction priority | low priority | Spee: )
warning message (Type_ll message) and beacon neessa location message message priority

(Type_lll message). It also supports V2V communmicabf

unsafe message such as query for route to reazispecific
destination or query for nearest restaurant etgpéTIV

message) and V2| communication of unsafe messadeasu
query for traffic condition of a particular road yfie V ‘Type
message).

Current

location Time out

Type | D_Sig | Message

Current

D_Sig location

Road id

Speed ‘ Direction

Fig.1 Format of (i) Type | message (ii)Type_ Il meeps
(iiType_Ill message (iv) Type IV message (v) Type
message

The format of Type_| message is shown in Figl(jcts
message is generated by an abnormal vehicle (AV)isfa
vehicle which behaves abnormally like declaratinoeeds a
certain threshold, dramatic change of moving dioectmajor ) o
mechanical failure etc. Here it is assumed that the The formatof Type_V message is shown in Figlfvis &
computation power of AV is not affected and its expés duery message which is generated by a vehicle ¢8o\f to
almost zero. It sends emergency message to aighboring know the traffic condition of a particular road (Road). The
vehicles. AV can calculate which vehicles are mgyinidentification of D_Road is mentioned in the Roatffiéld of
towards its location and how much time they needetich the message. The Source_V sends this messageneaitsst
this location from the beacon messages of its meighg RSU (N_RSU). N_RSU considers the time out of this

vehicles. The time out of emergency message isilearl by Message as the time during which the Source_V essid
within its coverage area. It computes this timelgutising the
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current location, direction and speed of Source ¥ anessage format is used to identify the owner ofniessage
mentioned in the message format. N_RSU processes #mnd the size of this field is 160 bits (as discdsisesection
query by sending the query and its time out to R®U B.1). Each vehicle determines its location in teohiatitude
associated with D_Road (D_Road_RSU). N_RSU deliveend longitude. The size of current location field the
the answer of the query to the Source_V after viiogiits message format is assumed as 32 bits. As a vetsinlenove
reply from D_Road_RSU. in one of four directions (north, south, east, Wake size of
The format of message field in Type | and Type IFlirection field in_the_message format is 2 bitseThaximum
message is shown in Fig.2 - —Speed qf a yehlcle is assumed as _120 k_m/hr andlzbeof
- speed field in the message format is 7 bits. The ef time
out field in the message format is assumed ast82Tiie size
‘ EM_Event | D_Sig | Region ‘ of message field in Type_| and Type_lII type of nagssis
192+logR bits, where the value of R depends upon the
number of regions in a road. The size of messagd fn
- - Type_IV type of message is assumed as 32 bits.sideeof
‘ WM_Event | D_Sig | Region ‘ vehicle priority field is assumed as 32 bits. Iseaf Type_|
Fig. 2(ii) Format of Message field in Type_Il megea message the maximum hop count is 2 and so theokizep
count field in the Type_| message format is 2 bithe
EM_EVENT field contains the event for which theproposed scheme considers 10 roads in the VANET
emergency message is created. For example, ino€asash environment during simulation. So the size of Raadield in
the EM_EVENT is “Pre-crash sensing”, in case of anaj the message format is 4 bits. Hence the size of TifSize 1)
mechanical failure the EM_EVENT is “Major mechanhicamessage is 421+lgg bits, Type Il message (Size ll) is
failure” etc. 423+logR bits, Type_IIl message (Size_lll) is 236+H(®jze

WM_EVENT field contains the event for which theOlc CQ + Size of SQ) bits, Type_IV message (Size i$1459

warning message is created. For example, in caseffit bits and Type_V message (Size_V) is 210 bits.
jam the WM_EVENT is “Traffic jam”, in case of tradfsignal B. Function of CA and RSU
breakdown WM_EVENT is “Traffic signal breakdown’tet The CA maintains a VIN database (VIN_CA) to stoe t

The EM EVENT and WM EVENT field will be same for VINs of the vehicles that are already manufacturéde

respectively. A few example of such phrase is shimwiable CA gathers knowledge about the available patterreasfh
1. character in VIN of the vehicles which are already

_ _ manufactured by consulting with VIN_CA after updatiit.
Situation/ Phrase used in WM_Event/EM_Even Each RSU maintains a VIN database (VIN_RSU) toestbe

Fig. 2(i) Format of Message field in Type_| message

Purpose encrypted VIN and digital signature pair of all thethentic

Dangerous | “Curve speed warning”, “Low yehicles in VANI_E'I_'. Egch RSU also maintgins a r_evioca

road features bridge warning”, list to store the digital signature of t_he m|sbehgweh|cle_s.
“Warning about violated traffic lights Each_ RS_U has an f_;luthen_nc_atl_on module to verify the

or stop signals” authentication of a vehicle within its coverageaasnd to

assign a digital signature to each authentic vehidlhe

Danger  of| “Lane change warning”, authentication module is the combination of auticatibn

collision “Intersection collision warning”, function at RSU, verification function at CA, inien

“Forward/rear collision warning”, function at RSU and signature assignment functioRSU.

“Emergency electronic brake lights”,
“Rail collision warning”,
“Warning about pedestrian crossing”

The message processing module at RSU receives gesssa
from the vehicles which are within its coverageaaneerifies
them for validity and allows them to process ifigal

Crash “Pre-crash sensing” 1) Function of authentication module at RSU:

imminent _ _ The ELP of a vehicle sends its encrypted VIN atetering
Incident “Post-crash sensing”, “Traffic into the coverage area of new RSU (New_RSU). The
occurred signal breakdown”, “Traffic jam” authentication function at New_RSU adds the ene/mIN

in a VIN queue and searches the records in VIN deia
using VIN_SEARCH algorithm. If found the vehicle is

Table 1. Phrase of EM_EVENT and WM_EVENT" authentic and so its authentication phase is oWére

authentication function at New_ RSlkkads the digital

The D_Sig field indicates the digital signature the signature from the record in VIN database corredpunto

vehicle that is first facing the event and creatimg message. the encrypted VIN and triggers the signature assegrt

function by sending the digital signature. The aigne
assignment function at New_ RSU assigns the digital

signature to the vehicle.

During simulation each road is divided into fewitat so
that each vehicle can determine the location ofioetice of
an event in a road more accurately. Region fielitaias the
number of the region where the event has takereplabe Otherwise the authentication function at New RSU
number of region in a road depends upon its length. initiates the authentication phase of the vehicié ealls the
verification function [14] at CA by sending the eyjated VIN

As the proposed scheme considers 5 different tyges of the vehicle. The verification function at CA addhe

messages, the size of type field is 3 bits. Thei@fi&ld in the
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encrypted VIN in its VIN queue and decrypts thergpted Generates digital signature from decrypted VI
VIN using RSA algorithm [15]. The CA knows the pilis Calls insertion function at all RSUs unddpyt
pattern of each character in decrypted VIN [16]Jalko has sending encrypted VIN and digital signatua@ p
knowledge about the available pattern of each dtaran the Exit

decrypted VIN from VIN_CA. So it verifies each chater in }
field_1, field_2 and field_3 of the decrypted VINT7] for Else
validity using VALID function. If the decrypted VINs not {

valid the verification function at CA generates ecuity Generates security message
message for the police or checking personnel toenth&m Exit
aware about this vehicle. }

}

Otherwise it generates the digital signature frome t
decrypted VIN of the vehicle using SHA-1 algoritH@®b].
The size of digital signature is 160 bits [15].chlls the
insertion function at all RSUs under CA by sendihg
(encrypted VIN, digital signature) pair. The ing@ntfunction {
at each RSU inserts a record in the form (encryptéd,
digital signature) in VIN database. During this spd time
the vehicle may reside within the coverage arddent RSU
or may move to the coverage area of another RSEruDA.
The RSU within which the vehicle is currently passi
through is the Current_ RSU. The insertion functiah }
Current_RSU triggers the signature assignment immdby
sending the digital signature. The signature assém Signature assignment function at RSU
function at Current_RSU assigns the digital sigreato the
vehicle. So even if the vehicle moves from New_ R®U
another RSU during its authentication phase, itnedeive its Assigns the digital signature to the vehicle
digital signature from the new RSU as all the R@bder CA
have a copy of the same digital signature. Theeettie }
authentication phase of a vehicle is independentiten )
velocity which is an obvious requirement in VANETetto its  YIN_SEARCH algorithm at New RSU
high mobility model.

Insertion function at RSU

Inserts encrypted VIN and digital signature pair
VIN database

Insertion function at Current_RSU calls the signa
assignment function by sending the digital sigret
Exit

Authentication function at New RSU ¢ Str R— Received VIN from vehicle
Size— Number of encrypted VIN in
{ _ _ VIN_RSU
Receives encrypted VIN from vehicle If (Size=0)
Adds encrypted VIN in its VIN queue Str R is not found in VIN RSU
Searches VIN_RSU for the encrypted VIN using Else B
VIN_SEARCH algorithm {
If found Length_R— Length of Str_R
D—1
Reads digital signature from the record cqmoeslingto | 1: Str D D" encrypted VIN in VIN_RSU
the encrypted VIN of the vehicle from VIN_RSU Length D— Lengthof Str D
Calls the signature assignment function bylsenthe If (Leng_th RLength_D) -
digital signature of the vehicle Goto LOOPL
Exit Else
} {
Else B 1
L2:  Str_R(Bx— B" character of Str_ R
Calls the verification function at CA by senglithe Str_D(B)— B" character of Str_D
encrypted VIN If (Str_R(B}Str_D(B))
Exit Go to LOOP1
} Else
} {
B— B+1
Verification function at CA If (BLength_R)
Goto L2
{ Else
Adds encrypted VIN in its VIN queue Str Ris found in VIN RSU
Decrypts the encrypted VIN } B B
Verifies each character of the decrypted VIN }
for validity using VALID function }
If decrypted VIN is valid }

{
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Go to L1}
LOOP1: { Else
D— D+1 {
If (B:Size) Verifies ER of Mifor validity
Goto Ll If valid
Else Allows processing of M
Str_R is not found in VIN_RSU Else
} {Inserts DG of M; in the revocation list
Goto L1}
VALID function at CA }

}
k=1 If (Mj=Type_ll type)
LOOP: {
{ Searches VIN_RSU for Q&nd for Dg,

D_VIN, k™ character of decrypted VIN
PR: Possible pattern of D_VINas mentioned in [13]

If (DS,; OR DS; OR both are invalid)
{Inserts invalid digital signature(s) irethevocation list

AV, Available pattern of D_VINas gathered from Go to L1}
VIN_CA Else
if (D_VIN#PR or D_VINFAV ) {
{ Verifies WR of Mfor validity
Decrypted VIN is not valid If valid
Exit Allows processing of M
} Else
if (D_VIN,=PR,and D_VIN=AV\) {Inserts Dg of M; in the revocation list
{ Goto L1}
D_VINis valid }
Goto L2 }
}
} If (Mj=Type_lll type) OR (M= Type_lV type))
L2: { {
k=k+1 Searches VIN_RSU for RS
If (k>17) If found
{ Allows processing of M
Decrypted VIN is valid Else
Exit {Inserts D§ in the revocation list
} Go to L1}
Else }
Go to LOOP
}

2) Function of message processing module:

If (M;=Type_V type)
{

Searches VIN_RSU for RS
If found

Each RSU maintains the traffic condition of thedeavhich Processes;M

are within its coverage area. It receives messdgmEs Else

vehicles within its coverage area. The functiothig module {Inserts DS in the revocation list

for j"" message (Mis elaborated in this section. It verifies the Go to L1}

validity of the digital signature in the D_Sig fiebf M; (DSy)) }

for all the five types of messages. It also vesifiee validity

of the digital signature in the message field 9f(MIS) if M; | 1: Broadcasts the invalid digital signature(s) amo

is Type_| or Type_ll type. Moreover it consults withe vehicles within its coverage area
traffic condition information available with it farerifying the _
C. Function of N,

validity of (EM_EVENT, Region) information in Mf M; is

Type_| type and (WM_EVENT, Region) information in M In this section the function of,Bls a combination of message

M; is Type_ll type. manager module (MM congestion control module (CGM
and bandwidth manager module (BVYM elaborated.

ER: (EM_EVENT, Region) in Message field of MM;is 1) Function of MMM
Type_l type
WR: (WM_EVENT, Region) in Message field of MM;is  receives messages from its neighboring vehiclegenerates
Type_ll type variable length beacon message periodically. testthe safe
If{(Mj=Type_I type) messages in CQ and unsafe messages in SQ latiscards

the duplicate Type_| and Type_Il type of messal fc
Searches VIN_RSU for Q%nd for DS, b ype_ ype_ll typ ges fCQ

If (DS, or DS; or both are invalid)
{Inserts invalid digital signature(s) irethevocation list

MMM, generates messages for its neighboring vehicles and

at N using duplicate message truncation (DMT) algorithm.
MMM, computes the priority of its associated vehicle
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dynamically. It stores its own beacon message laathéacon
message of its neighbors in a neighbor table.

(a) Message generation:
MMM generates all 5 types of messages.af he Direction
field and Speed field are added in Type_Ill messadg if N,
changes its direction and speed of movement. Adcgind
Size_Ill varies dynamically which helps to minimizke

channel load due to,Nt places Type_|, Type_ll and Type_llI
messages in CQ whereas Type_ IV and Type_V messages

SQ.
(b) Message Reception:
MMM, maintains an incoming queue (IQ) to store the rexki

messages from neighboring vehicles ofiNransfers the safe

messages from IQ to CQ and unsafe messages fram3Q
using monitor 1Q function.

Monitor 1Q function for M

M;: receives'] message in 1Q
If (M;=Type_| message)
{Extracts information from M
If (hop count=0)
Discards M
Else
Places Mn CQ}
If (M;=Type_ll message)
{ROAD:= Road_id given in Mformat
Extracts information from M
If (N;=last vehicle of Road)
Discards M
Else
Places Mn CQ}
If (M;= Type_lll message)
Updates the neighbor table
If (M;= Type_IV message)
Places )in SQ

(c) DMT algorithm:

This algorithm discards the duplicate Type_| ang&yl
messages from CQ at.N

DMT algorithm for Type | message:

{

M;: Received message
MESS: Message field of i1
E: EM_EVENT field in MES$
D;: D_Sig field in MES$
R: Region field in MESS
NO_I: Number of Type_I message in CQ
i=1 //First Type_| message in CQ
LOOP: {
M i" Type_I message in CQ
MESSMessage field of M
E EM_EVENT field in MES$
R D_Sig field in MES$
R Region field in MESS
If (FE)
{Accepts M
Exit}
If (F-E) AND (D;=D)) AND (Ri#R)
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{Accepts M
Exit}
If (F=E)) AND (D;=D;) AND (R=Ry))
{Discards M
Exit}
If (F=E;) AND (D;#D;) AND (R=R))
{Discards M
Exit}
If (F=E;) AND (D#D;) AND (Ri#R))
{Accepts M
Exit}
i=i+1
If €NO_I)
Go to LOOP
Else
Exit

DMT algorithm for Type |l message:

{

M;: Received message
MESS: Message field in M
W;: WM_EVENT field in MES$
D;: D_Sig field in MES$
R: Region field in MESS
NO_II: Number of Type_Il message in CQ
i=1 //First Type_ll message in CQ
LOOP: {
Mi"Type_Il message in CQ
MESSMessage field in M
W WM_EVENT field in MES$
P D_Sig field in MES$
RRegion field in MESS
If (WEW;)
{Accepts M
Exit}
If (WEW;) AND (D;=D;) AND (R#R))
{Accepts M
Exit}
If (M#W;) AND (D;=D;) AND (R=R)))
{Discards M
Exit}
If (WEW;) AND (Dj#D;) AND (R=R))
{Discards M
Exit}
If (WEW;) AND (Dj#D;) AND (R#R))
{Accepts M
Exit}
i=i+1
if GNO_II)
Go to LOOP
Else
Exit

(d) Priority computation of N;:

MMM ; counts the number of high priority messages in CQ

(HP) and the number of low priority messages in SQ)(hP
N;. It also computes the safe message priority;dNNSafg)
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as (CHPi(Size_HP.))/HP, unsafe message priority of; N speed of Source_V increases it reaches R_poinkiguso it

(N_Unsafe) as §XPL(Size_LP,))/LP; and priority of N(P) as
(N_Safe+N_Unsaf@/2, where Size_HFRand Size_LPare the

needs reply from its neighboring vehicles quickiycase of
Type_V message if the speed of Source_V increasgses

size of " high priority andl' low priority message in CQ and out from the coverage area of N_RSU quickly sceids the

SQ respectively at N
(e) Maintenance of neighbor table:

The neighbor table (Table 2) contains N humberegbrds.
MMM ,updates this table after sending and receivingaadre
message.

D_S | Current | Direction Spee | Number | Number | Vehicl
ig locatio d of igh of low e
n priority | priority | priorit
messag | messag | y
[ e

Table 2. Neighbor table

2) Functions of CCM:;:
CCM computes the dynamic priority of all the messages

CQ and SQ at NIt schedules the messages in CQ and S

depending upon their dynamic priority. It reseraesiot both
in CCH and SCH interval depending upon the priooityN,
w.r.t. its neighboring vehicles. It also computgsamically
the size of the reserved slot for the transmissfomessages
waiting in CQ and SQ at Mespectively. CCMtransfers
messages from SQ to CQ in case the SCH is ovedoade

reply from N_RSU quickly. Therefore the dynamicopity of
Type_ll, Type IV and Type_V messages is directly
proportional to the speed of Source_V.

(b) Message scheduling:
Initially CCM, schedules the messages in CQ and SQ in the
descending order of their dynamic priority. It colts with
the neighbor table which is maintained by MMHKbr
arranging all the N number of vehicles in the dadasy order
of their priority in a list. CCMreserves thekslot of CCH
and SCH interval for the transmission of its safd ansafe
messages if the position of M the list is k. It computes the
size of slot in CCH interval (CCH) as
HP*(1-ty)* XL (HP) and in SCH interval (SCH) as
LP*(t-t9* XL, (LP). If CCM, finds that its CQ is almost
empty and a lot of messages are waiting in SQiggers

itransfer algorithm for minimizing the loss of ursafhessage

g
(c) Transfer algorithm:

It uses SCH_OL function to verify whether SCH is
overloaded, CCH_OL function to verify whether CCHl i
overloaded and SQ-CQ function to transfer messages
SQ to CQ if CCH is not overloaded but SCH is ovadied.

CCH is free. CClalso computes the loss of safe and unsafe

messages at,N
(a) Priority assignment:

A static priority is assigned to each message déipgrupon
its type. The static priority of Type |, Type_llype I,

SCH _OL function:

UM_T= total number of unsafe messages with N bemof
vehicles as obtained from neighbor table

Type IV and Type V messages are assumed as PriOSCH_Intervalzr-Tg

Prio_Il, Prio_lll, Prio IV and Prio V, where
Prio_I>Prio_lI>Prio_IllI>Prio_IV>Prio_V. It computeshe
dynamic priority of each message in CQ and SQ utieg
priority assignment function.

Priority assignment function for M

Prio_j:= static priority of M
Data_TR:= data transmission rate//assumed as 6
Mb/sec [17]

DR:= dynamic priority of M

TQ:= time out of Min sec

Size_j:= size of Min bits

TT;:= transmission time of M

TT;:= Size_j/Data_TR

Speed_S:= speed of Source_V

If (M;=Type_I| message)
DR:=Prio_j/(TQ-TT))

If (M;=Type_Il message or MType_IV
message or MType_V message)
DR:=(Prio_j*Speed_S)/(T@TT))}

In case of Type_| message the speed of AV is assame
zero. So the dynamic priority of Type | message

X=1 // first unsafe message in SQ
TT_X=transmission time of X
Size_X=size of X
LOOP:{
TT_X=Size X/Data TR
If (TT_X=SCH_Interval)
{X™ unsafe message is transmitted successfully
If (X<UM_T)
{SCH is overloaded
Call CCH_OL function}
Else
{SCH is not overloaded
Exit}}

If (TT_X< SCH_Interval)

{X"unsafe message is transmitted successfully
SCH_Interval= SCH_Interval - TT_X
X=X+1
If (X>UM_T)

{SCH is not overloaded
Exit}
Else
Go to LOOP}}
If(TT_X>SCH_Interval)
{SCH is overloaded

is Call CCH_OL function}

independent on the speed of AV. In case of Typmdésage }

if the speed of Source_V increases, Des_V may gofoine
coverage area of Source_V. In case of Type_IV ngesi$ahe
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CCH_OL function:

{SM_T=total number of safe message with N no ofiviels
as obtained from neighbor table.

CCH_lInterval=-t4

Y=1 /ffirst safe message in CQ

TT_Y=transmission time of Y

Size_Y=Size of Y

LOOP1:

TT_Y=Size_Y/Data TR
If (TT_Y=CCH_Interval)
{Y" safe message is transmitted successfully
If (Y<SM_T)
{CCH is overloaded
Exit}
Else
Exit}
If (TT_Y<CCH_Interval)
{ Y"safe message is transmitted successfully
CCH_lInterval=CCH_Interval - TT_Y
Y=Y+1
If (Y>SM_T)
Call SQ-CQ function
Else
Go to LOOP1}}
If (TT_Y>CCH_Interval)
{CCH is overloaded
Exit}
}

SQ-CQ function:

CCM computes CCH; as LR*(t-ty)* XIL,(HP) for the
transmission of its excess unsafe messages in iBQ QEH.

(d) Computation of loss of messages at N;:

CCM monitors CQ and SQ to find the loss of safe andiiens
messages respectively due to time out. It increbses_CQ
counter by 1 after discarding a safe message frgnd@: to

time out and Loss_S@ounter by 1 after discarding an unsafe

message from SQ due to time out.
3) Function of BWM,

The offered bandwidth (OF_BW) to VANET applicatipar
10 MHz is equal to half of the total bandwidth to@ the
saturation of available bandwidth and to achieviéabte
transmission of safe messages. BW&bnsults with the
neighbor table which is maintained by MMN know the
priority of the neighboring vehicles of;, ldnd to compute the
effective bandwidth (E_BW of N; as RY N, (P)*OF_BW
Hz.

[11. Simulation
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vehicle. The performance of the present schemelsis a
compared with [12].

Average loss of unsafe message

The average loss of unsafe message is computed as
(XN, (Loss_SQ,))IN.

Fig.3 shows the plot of average loss of unsafe amgsss.
mean message size when N is equal to 30. Fig.4 shiosv
plot of average loss of unsafe message vs. the euwb
neighboring vehicles when mean message size ib@e8. It
can be observed from Fig.3 and Fig.4 that the aeel@ss of
unsafe message increases with mean message sizbeand
number of neighboring vehicles.

70 1

60

50 _[12]

40 4 = Presentscheme
30 4
20

10 A

Average loss of unsafe message

0 100

200 300 400 500
Mean message size [byte)

Fig.3 Average loss of unsafe message vs. Mean gesize

70 A
60
50 1 —[12]
40 4 ——Presentscheme
30 A
20

10 4

Average boss of unsafe message

20 30 40 50

N

Fig.4 Average loss of unsafe message vs. Number of
neighboring vehicles

Average waiting delay for safe and unsafe messages

The simulation experiment is conducted by varyilg t The delay in the transmission of each messagesisviiting
number of neighboring vehicles from 0 to 50 and medime before its effective transmission from the rayppiate
message size from 0 to 500 bytes. The number afsrim queue. CCMdetermines the waiting time of each message in
assumed as 10. The performance of the proposecgstmy CQ and SQ at NThe waiting time of  message in a queue
control mechanism is evaluated experimentally atiogrto  is the sum of the transmission time of the messagesnt of

the metric of average loss of unsafe message,@veielay in it. The transmission time of a message is the waftits size

the transmission of safe message, average delatheén and Data_TR.

transmission of unsafe message and storage oveipead
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Fig.5 Average CQ_Delay vs. Mean message size
Let Wi, qbe the waiting time ofpmessage @p<HP) in CQ

and Wqy_sqbe the waiting time of'ymessage Ko<LP)) in SQ
at N. So the average delay in CQ (CQ_Delay)

N HPi
( E Z (Wip_cq))IN seconds and in SQ (SQ_Delay)
=1 Pt

N LPi
is (Z Zqzll(wiqsq))/N seconds.
i=1

Fig.5 shows the plot of average CQ_Delay and Rpdwvs
the plot of average SQ_Delay vs. the mean message/ken
N is equal to 30. It can be observed from Fig.5 lkigd6 that

i<
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Fig.7 shows the plot of average CQ_Delay and Rbdvs
the plot of average SQ_Delay vs. the number ofhimgng
vehicles when mean message size is equal to 2@8.hycan
be observed from Fig.7 and Fig.8 that both CQ_Delag
SQ_Delay increase with the number of neighborirtgales.
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Fig.8 Average SQ_Delay vs. Number of neighboriniicles

Storage overhead af N

The storage overhead at(STO_OH) is the sum of overhead
for maintaining CQ (STO_C{ SQ (STO_S¢) and neighbor
table (STO_N7. As MMM,; distributes the messages in 1Q
among CQ and SQ so STO_(slassumed as independent on

both CQ_Delay and SQ_Delay increase with mean rgessahe size of IQ. The average message size in CQ\{iohis

size.

3500 -
3000 A
2500 A [12]
2000 1 ——presentscheme

1500 ~

1000 ~

Average SQ_Delay (msec)

500 4

0 100 200 300 400 300

Mean message size (byte)

Fig.6 Average SQ_Delay vs. Mean message size
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Fig.7 Average CQ_Delay vs. Number of neighboringisies

(Size_1+Size_l1+Size_lII)/3 bits and the averagessage size
in SQ (M_avgg is (Size_IV+Size_V)/2 bits at iN So
STO_CQ is HR*M_avgcqg bits and STO_SQ is

LP*M_avgsg bits. STO_NT is N*(233+logHP,+log,LP))

bits.

STO_OH in [12] is N*(233+2logL) + L*Size Il +
L*Size_IV bits, where L is the length of CQ and Sthe
identity attribute of the records in the neightadsle of [12] is
replaced by the digital signature of the corresfrapsehicle.

2500 -
£ 1500
OI
=}
& 1000

—[12]
500 - ——Presentscheme
a T T T T T T 1
10 20 30 40 50 60 70
N

Fig.9 STO_OHKvs. Number of neighboring vehicles

Fig.9 shows the plot of STO_OMs. the number of
neighboring vehicles. It can be observed from Fith8t
STO_OHincreases with the number of neighboring vehicles.
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