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Abstract—Nowadays, a lot of web servers are object of great 
threats and vulnerabilities [7] that compromise their security. 
One of the possible threats that Web servers face  is a Denial of 
service (DoS). This attack endangers the availability of a service, 
and is effective when there are no protection mechanisms that 
allow its mitigation. This paper presents measurements made to a 
denial of service attack that exhausts the capacity to release 
resources from an Apache Web server with the Linux operating 
system. For this, a test network with common security controls 
was used. In this scenario two mechanisms for mitigating the 
effects of DoS attack were implemented and measured in order to 
reduce recovery time of service. 

Key words—DoS-Attacks, Hardening, Network, Security, 
TCP/IP. 

I.  INTRODUCTION 
The Web servers are designed to answer multiple 

simultaneous client requests efficiently in a minimum time. 
Also, the Web servers have a configuration in their hosting 
sites to indicate the maximum simultaneous connections to 
accept. When the limit is reached, the Web server does not 
respond to the client requests and denies the service to the 
website users. 

The limit of connections is set due to the possible slow 
down of the web server when a great amount of users are using 
it simultaneously. 

When a web server's client suddenly stops to answer to the 
server’s packets, the web server waits until a set time has 
elapsed and then retransmits the packets to the client. After 
that, the server waits for the client´s response the double of 
time it did before. If the web server does not get any answer 
from the client, it keeps the retransmission–wait process until a 
set time has elapsed. The set time is called connection timeout 
and all the connections that reach this state are closed 
immediately. 

Some types of Denial of Service Attacks (DoS) and 
Distributed Denial of Service Attacks (DDoS) are based on the 
timeout configuration to keep a server allocating resources for 
connections that will not answer. This behavior also avoids that 
new clients can connect to a service. A resource flood attack to 
a web server is produced after the attacker has established a 
connection (three way handshake) satisfactorily and tries to 

collapse an application (Website, Web services, etc.) by 
consuming the capability to release resources. 

An attacker connection keeps a resource busy until it 
reaches the set time to close a no responding connection and 
sends a timeout error before releasing the resource. After 
synchronization process, the attacker sends a HTTP request to 
the web server and stops answering to such request. The web 
server is forced to wait for the timeout to expiry. 

While the web server waits the response of the attacker, it 
receives new connection requests, decreasing the number of 
available connections to use. The attack is accomplished when 
the number of connections waiting response reaches the 
maximum connections allowed to the service, causing that the 
web server denies new connections until a resource is released 
by the timeout error. These attacks are difficult to detect 
because they do not require wide bandwidth, but they need a 
high number of connection requests, which are difficult to 
identify between attackers requests and legitimate requests. 

This type of attacks affects all web servers without 
exception. Actually, the most distributed web server is Apache, 
which until January 2012 covered 64% of the market [8]. 
Studies show that the Apache Web server and the Linux 
operating system are the most attacked until 2010 [9]. 

The present work shows the behavior of resource flood 
attacks and presents configurations in Apache web server and 
Linux kernel that allow the faster recovery from the attack’s 
effects. This paper is organized as follows. Section II present 
some proposal and show how to join two ways to help the web 
server to minimize the effects of the attack. Section III shows a 
test schema to measure the attack. In section IV the effects of 
the attack are shown. Section V presents an implementation of 
the protection mechanisms. In Section VI the results of the 
implementation are presented and finally in Section VII the 
conclusions of this work are shown. 

II. PROTECTION MECHANISMS AGAINST RESOURCES FLOOD 
DENIAL OF SERVICE ATTACK 

Existing proposals to detect the resource flood attacks use a 
Hidden Semi-Markov Model (HSMM) [10] which requires a 
large number of legitimate request sequences to train the 
HSMM. The disadvantage of this method is that if during the 
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training period an attack is executed it woul
detection. 

Another proposal analyzes browsing ord
correlation between browsing time and page 
[11]. The disadvantage in this kind of method
high number false negative and false positive. 

There are other proposals to prevent the
Flood attacks, which modify the TCP/IP pr
Another suggests the adjustment of th
configuration parameters [1] [12]. Both pr
harden the web server’s behavior and elimin
that do not answer fast. However, the implem
methods must be considered carefully due t
heterogenic network systems can contai
transmission sections or clients that could be 
these aggressive configurations.  

Modify the TCP/IP protocol stack and ad
configuration parameters are the most pract
reduce the recovery time of the web server 
flood DoS attack. This paper joins these t
mitigate the effects of the attack. This paper a
attack´s behavior before and after the im
mitigation methods and allows characterize it. 
this section is to describe the parameters to
kernel files for TCP/IP protocol stack and Apa
configuration files. In section V the impleme
parameters in Linux and apache are shown. 

A. TCP/IP protocol stack  
Modifying the behavior of the TCP/IP p

possible to get a reliable operating system ag
This is achieved by configuring the next beh
[4]: 

1. Disable IP Source Routing. Avoid
spoofing. 

2. Enforce sanity checking, also called
or egress filtering. The point is to drop a pac
and destination IP addresses in the IP header d
when considered in light of the physical inter
arrived. 

3. Log and drop "Martian" packets. A 
is one for which the host does not have a r
source IP address. 

4. Increase resilience under heavy TCP
five major steps to making a system more
heavy, possibly malicious, TCP load: 

• Use TCP SYN Cookies. With TCP S
kernel does not really allocate the TC
the server's ACK/SYN packet gets 
meaning that it was a legitimate reques

• Reduce the allowed number of HA
circuits. Further requests are refuse
Service, but at least the server has
memory.  

• Reduce the amount of time an opening
stay in the HALF_OPEN state. The se
patient if the TCP circuit is not f
quickly, it is dropped and the client, 
very slow, must start again.  

 

ld avoid its later 

der of pages or 
information size 

ds consists in the 

e DoS Resource 
rotocol stack [3]. 
he web server 
roposals aim to 
nate connections 

mentation of these 
the fact that the 
in slow packet 

disconnected by 

djust the Apache 
tical manners to 
after a resource 

two proposals to 
also measures the 

mplementation of 
The main goal of 
o modify in the 
ache web server’s 
entation of these 

protocol stack is 
gainst this attack. 
havior parameters 

d the IP address 

d ingress filtering 
cket if the source 
do not make sense 
rface on which it 

"Martian" packet 
route back to the 

P load. There are 
e resilient under 

YN Cookies, the 
CP buffers unless 

an ACK back, 
st.  

ALF_OPEN TCP 
ed, a Denial of 
 not run out of 

g TCP circuit can 
erver is made less 
fully established 
if legitimate but 

• Reduce the amount of time
stay in the TIME_WAIT sta

B. Web server parameters 
The general parameters consi

configuration to avoid the DoS reso
below [5] [12]: 

Timeout: Defines the time in se
will wait to receive and send
communication. Specifically, define
to receive GET request, how long to
POST or PUT request, and how lo
and other. Usually the default value 

KeepAlive: Enables HTTP p
default this value is set ON. 

MaxKeepAliveRequest: Establis
of requests to allow during a persist
is 100 by default [2]. 

MaxKeepAliveTimeout: Amoun
wait for subsequence requests on a p

Startserver: Allows establishing
be created at start-up.  

MinSpareServers and MaxSpar
can adapt dynamically to receive lo
number of instances free based on 
checks the number of instances 
removes some if their number is big
or creates new ones if the 
MinSpareserver.  

MaxClients: Defines the maxim
the web server will create to attend r

MaxRequestPerChild: Indicates 
each thread attends before recycling

The TCP/IP configuration is loc
called sysctl.conf in the directory /et

III. TEST SCE

This section provides a typica
security controls, in which the effec
attack in a web server was meas
devices like switch, firewall and ro
test scenario to give a common secu

The construction of the test sce
The firewall gets the requests from 
the web server inside a DMZ. This
the simplicity of the required method

Fig. 1.  Topology of 

e a closing TCP circuit can 
ate.  

idered in the web server 
ource flood attack are listed 

econds that the web server 
d a request during the 
es how long the server waits 
o wait for a TCP packet in a 
ong waits between an ACK 

is 300 seconds [2]. 
persistent connections. By 

shes the maximum number 
tent connection.. This value 

nt of time the server will 
persistent connection. 
g how many processes will 

reServers: The web server 
oad keeping an appropriated 

the traffic. The web server 
waiting for requests and 

gger than MaxSpareServers 
number is lower than 

mum number of threads that 
requests. 
the number of requests that 
.  
cated in a configuration file 
tc/sysctl.conf. 

ENARIO 
al network topology, with 
ct of the DoS resource flood 
ured. The use of network 
outer was proposed for the 

urity implementation. 
enario is shown in figure 1. 

Internet and sends them to 
s topology was used due to 
d to measure the attack. 

 
test network 
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The figure 1 shows two zones; one public and one 
demilitarized. The web server and monitoring system are inside 
the demilitarized zone.  

The web server, the monitoring system and the firewall are 
located in the DMZ connected by switch. The monitoring 
system captures web server traffic through a switch port in 
mirror mode. The firewall separates both zones, filters the 
packets to the web server and only accepts the ones that are 
sent to port 80. The router connects the firewall to Internet 
where three attackers are situated. 

 

TABLE I.  FIREWALL POLICIES 

The firewall used IPTABLES. The firewall policies for the 
interconnection of the two zones are shown in Table 1. The 
default configuration for the policy of the firewall is ACCEPT. 

TABLE II.  .DEVICES CHARACTERISTICS 

 
The hardware characteristics of the systems used for this 

topology are listed in the table 2 
The firewall has two NICs installed with the next 

characteristics 
• eth0: Connected to public zone with network address 

177.169.0.1/30 and 100 Mbps. 
• eth1: Connected to Demilitarized zone with network 

address 201.15.7.1/24 and 100 Mbps. 
The web server has the network address 177.169.0.2 and 

had installed Apache 2.2 
The network devices used are: 
• Switch Catalyst 2960 in the Demilitarized Zone 
• Router Cisco 3800 Series for Public Zone 
The attack was executed from the Public Zone to the 

Demilitarized Zone using the public address of the Firewall as 
shown in table 2. The tool used for the attack was slowhttptest. 

In the next section are shown the results and consequences 
of the attack in the web server. 

IV. ATTACK DESCRIPTION AND EFFECTS 
The resource flood attack was executed from the public 

zone to the demilitarized zone, taking as a reference the 
characteristics in table 2. 

The attackers were located in the public zone. The attack 
was executed by sending 1000 connection requests followed by 
GET requests to the Web service. The time elapsed in the 
attack depended on the number of attackers. 

The execution of the attack was done with the use of the 
tool slowhttptest [6], installed in Backtrack 4, that allows 
testing the effect of a possible attack to a web service. 

The tool constantly performs synchronization requests to 
check for available connections. If after 3 seconds, the server 
does not answer, the tool considers that the service is busy and 
repeats the process until the number of connections specified is 
reached or 240 seconds have elapsed.  

The command used for the attack is shown below: 
slowhttptest -c 1000 -H -g -o httptest1 -i 10 -r 200 -t GET -u 
http://177.169.0.1 l -x 24 -p 3 

A first test was executed with only one adversary to 
measure the effects of the attack in the web server and thus 
characterize it. The attack started when the tool sent multiple 
connection requests and started to download the web site. The 
tool leaved the server waiting for an instruction and kept busy 
the resource for the connection. Meanwhile the server was 
waiting, the tool continued to open new connections. In this 
case the tool tried opening 200 connections per second, and 
when the web server did not accept new connections, waited 
until a connection was released and took control over the 
resource again.  

The attack finished when the tool had opened and closed 
the indicated number of connections, in this case 1000. The 
tool was configured to send 1000 connections due to the 
limitations in the attacking machine. The default configuration 
of Apache web server accepts 150 clients spread over up 10 
threads. One attacker requested almost 7 times the server 
capacity, keeping the server busy to other clients 

Before and while the attack’s execution, the CPU usage and 
network traffic of the web server were tracked. Figure 2 shows 
that before the attack has started there was no abnormal activity 
in the server.  

 
Fig. 2.  Initial CPU usage 

SourceZ
one 

Source 
Port 

Destination 
Zone 

Destination 
Port 

Protocol Action

Public 
Zone 

Any Private 
Zone 

80 TCP accept

Any Any Any Any ICMP deny
Any Any Any Any TCP deny
Any Any Any Any UDP deny

Device S.O Processor RAM NIC

Firewall Ubuntu 
11.04 

Intel Core 2 
Duo (3 
GHz) 

3 GB eth0 (Realtek 
10/100 Mbps 
PCI) eth1 
(Realtek 
10/100 Mbps 
PCI) 

Web server Ubuntu 
11.04 

Intel Core 2 
Duo (2.2 
GHz) 

1 GB eth0 (Realtek 
10/100 Mbps 
PCI) 

Monitoring 
System 

Ubuntu 
11.04 

Intel Core 2 
Duo (2.2 
GHz) 

1 GB eth0 (Realtek 
10/100 Mbps 
PCI) 

Attackers Backtrack 4 AMD 
Athlon X2 
Dual–Core   

3 GB eth0 (Realtek 
10/100 Mbps 
PCI) 
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Fig. 3.   Initial Network usage 

Figure 3 was taken 15 seconds after the attack had started 
and shows that the attack began with a transfer rate of 410.35 
Kbit/s. Before the attack started, the used RAM percentage was 
33.75. When the attack began, the RAM usage increased in 
1.85 percent. 

While the attack was executed, the network traffic varies 
over time and increases CPU consumption as shown in Figure 
4. This happened because the tool consumed all available 
connections in a short period of time. When the web server 
closed a connection, the tool opened a new one to try to 
consume the available resource again, shown in Figure 5. 

 
Fig. 4.  Intermediate CPU usage 

 
 

Fig. 5.  Intermediate stage of the attack 

15 to 20 seconds were needed to close a no responding 
connection created by the tool. Figure 6 shows the flow of a 
connection until the server closed it. 

 

 
Fig. 6.  Connection stream 

The behavior of open-close connections continued until the 
tool connected and disconnected 1000 times. In this case, the 
tool took 190 seconds to open and close 1000 connections. 
Once the attack has finished, the server returns to its previous 
state as shown in Figure 7 and Figure 8. 

 
Fig. 7.  Final CPU usage 

 

 
Fig. 8.  Final stage of the attack 

While the attack was executed, two clients tried to connect 
to the web server unsuccessfully due to the available 
connections competition created by the attack. The clients 
could connect to the server 15 seconds after the attack. A 
second attack was executed with three adversaries in the public 
zone, taking as a reference the characteristics in table 2. The 
tool was executed with the same parameters of the first test. 
The memory and bandwidth consumption stayed the same as 
first test. This behavior occurs because the tool does not send 
more connections when it detects that the web server does not 
answer to new requests. In this test, the web server remained 
more time unavailable because the number of attacking 
connections increased three times. 

The second attack showed that behavior in the web server 
stayed the same regardless the number of adversaries.  

Next section presents how to prevent and reduce the effects 
of this attack. The proposal is to implement aggressive 
configurations to the TCP/IP protocol and web server behavior. 

V. IMPLEMENTATION OF MECHANISMS AGAINST DOS 
RESOURCE FLOOD ATTACKS 

Due to attacks like the presented before, it is necessary to 
implement measures to allow mitigating their effects. Below is 
presented the implementation of mechanisms of section II in 
TCP/IP protocol stack over a Linux operating system and the 
use of Apache 2 as the web server. 
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C. Apache Web server 
Following the mechanism presented in section II, the 

modifications must be done in the apache configuration file, 
which is located in /etc/apache2 and it is called apache.conf. 
(For Ubuntu 11.04) 

The configured parameters are listed below: 
Timeout 3 
KeepAlive On 
MaxKeepAliveRequests 100 
KeepAliveTimeout 3 
StartServers 3 
MinSpareServers 3 
MaxSpareServers 4 
MaxClients 150 
MaxRequestsPerChild 100 

With previous configuration, the web server closes 
unanswered connections faster, allowing releasing resources in 
a small period of time. 

D. TCP/IP Protocol Stack 
The TCP/IP protocol stack configuration is located in a file 

called sysctl.conf. The configured parameters are: 
# The following is suitable for dedicated web 
server, mail, ftp server etc. 
# BOOLEAN Values: 
# a)0(zero) - disabled / no / false 
# b) Non zero - enabled / yes / true 
# -------------------------------------- 
# Controls IP packet forwarding 
net.ipv4.ip_forward TCP/IP protocol stack TCP/IP 
protocol stack 0 
# Accept packets with SRR option? No 
net.ipv4.conf.all.accept_source_route = 0 
net.ipv4.conf.all.forwarding = 0 
net.ipv4.conf.all.mc_forwarding = 0 
# Enable source validation by reversed path, as 
specified in RFC1812 
net.ipv4.conf.all.rp_filter = 1 
net.ipv4.conf.default.rp_filter = 1 
# Controls source route verification 
net.ipv4.conf.default.rp_filter = 1 
# Do not accept source routing 
net.ipv4.conf.default.accept_source_route = 0 
# Log packets with impossible addresses to kernel 
log?yes 
net.ipv4.conf.all.log_martians = 1 
net.ipv4.conf.default.accept_source_route = 0 
# Prevent against the common 'syn flood attack' 
net.ipv4.tcp_max_syn_blacklog= 1280 
net.ipv4.tcp_syncookies = 1 

With this configuration, the TCP/IP protocol stack of the 
web server is hardened, and many kinds of network attacks are 
avoided because the packets are ignored or filtered before 
being uploaded to the applications [3], these results are shown 
in the next section. 

VI. IMPLEMENTATION RESULTS 
After the configurations implemented to the TCP/IP 

protocol stack and the Apache web server, an attack test was 
executed to measure the new behavior in the web server. The 
executed attack had identical parameters to the first measured. 
However, the tool took only 29 seconds to open and close 1000 
connections. The attack´s full CPU flow is shown in the Figure 
9 and Figure 10 shows the network usage rate. 

 
Fig. 9.  CPU behavior until 35 seconds after the attack started. 

 
 

Fig. 10.  Network behavior until 35 seconds after the attack started. 

Once the attack has finished opening and closing 1000 
connections, the server returned to the previous state, before 
the attack, as shown in Figure 11 and Figure 12. 

 

Fig. 11.  CPU behavior after the attack. 

 

Fig. 12.  Resources behavior after the attack. 
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During the attack, the clients did not notice any change in 
the web server. 

VII. CONCLUSIONS 
The denial of service resource flood attacks are easy to 

execute due to the simplicity of existing tools, and reach their 
objective easily in scenarios that lack of security controls and 
mechanisms endangering the availability of the services.  When 
security configurations for TCP/IP protocol stack and web 
server are implemented, the web server tolerance for this 
attacks increases significantly, in this case the test showed that 
the web server closed 1000 attacking connections 6.5 times 
faster after the configuration was done.  

The use of these methods must be carefully planned due to 
the fact that the clients that do not respond fast enough could 
have their connections closed. Therefore an analysis of the 
exact values to configure the service is needed; this includes 
contemplating what kind of users does the service have, and 
where they are located. This work enabled to characterize the 
attack and in future work present new security controls to 
detect and mitigate this attack. 

 

REFERENCES 
[1] A.Nadalin, C. Kaler, R. Monzillo., “Web Services Security: 

SOAP Message Security 1.1 (WS-Security 2004)”, 2006. 
[2] Apache Group, “TimeoutDirective”, Apache.org  

http://httpd.apache.org/docs/2.2/mod/core.html#timeout 
[3] TCP protocol - Linux man page, http://linux.die.net/man/7/tcp 
[4] Cromwell B, “TCP/IP Stack Hardening”, linux-sec, April 2004 
[5] M. Jose, “Apache Tunning”, March 2012.  
[6] Shekyan Sergey, “Application Layer DoS attack simulator”, 

2012, http://code.google.com/p/slowhttptest/ 
[7] S. Suriadi, A. Clark, and D. Schmidt, “Validating denial of 

service vulnerabilities in web services”, in Network and System 
Security, International Conference on Network and System 
Security. IEEE Computer Society, 2010 

[8] Netcraf LTD, “January 2012 Web server Survey”, 
http://news.netcraft.com/archives/2012/01/03/january-2012-
web-server-survey.html, 2012 

[9] Almeida Marcelo, “Defacements Statistics 2008 - 2009 - 2010”, 
http://www.zone-h.org/news/id/4735 

[10] Lu Wei-Zhou, “An HTTP Flooding Detection Method Based on 
Browser Behavior”, IEEE 

[11] Yatagai Takeshi, “Detection of HTTP-GET flood Attack Based 
on Analysis of Page Access Behavior”, IEEE 2007 
Apache Group, “Apache HTTP server - Security tips”, 
Apache.org, http://httpd.apache.org/docs/trunk/misc/security 
tips.html. 
 

77 

Trends in Innovative Computing 2012 - Information Assurance and Security



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /Cmb10
    /CMBSY10
    /Cmbsy10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /Cmbx10
    /CMBX12
    /Cmbx12
    /CMBX5
    /Cmbx5
    /CMBX6
    /Cmbx6
    /CMBX7
    /Cmbx7
    /CMBX8
    /Cmbx8
    /CMBX9
    /Cmbx9
    /CMBXSL10
    /Cmbxsl10
    /CMBXTI10
    /Cmbxti10
    /CMCSC10
    /Cmcsc10
    /CMCSC8
    /Cmcsc8
    /CMCSC9
    /Cmcsc9
    /CMDUNH10
    /Cmdunh10
    /CMEX10
    /Cmex10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /Cmff10
    /CMFI10
    /Cmfi10
    /CMFIB8
    /Cmfib8
    /CMINCH
    /Cminch
    /CMITT10
    /Cmitt10
    /CMMI10
    /Cmmi10
    /CMMI12
    /Cmmi12
    /CMMI5
    /Cmmi5
    /CMMI6
    /Cmmi6
    /CMMI7
    /Cmmi7
    /CMMI8
    /Cmmi8
    /CMMI9
    /Cmmi9
    /CMMIB10
    /Cmmib10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /Cmr10
    /CMR12
    /Cmr12
    /CMR17
    /Cmr17
    /CMR5
    /Cmr5
    /CMR6
    /Cmr6
    /CMR7
    /Cmr7
    /CMR8
    /Cmr8
    /CMR9
    /Cmr9
    /CMSL10
    /Cmsl10
    /CMSL12
    /Cmsl12
    /CMSL8
    /Cmsl8
    /CMSL9
    /Cmsl9
    /CMSLTT10
    /Cmsltt10
    /CMSS10
    /Cmss10
    /CMSS12
    /Cmss12
    /CMSS17
    /Cmss17
    /CMSS8
    /Cmss8
    /CMSS9
    /Cmss9
    /CMSSBX10
    /Cmssbx10
    /CMSSDC10
    /Cmssdc10
    /CMSSI10
    /Cmssi10
    /CMSSI12
    /Cmssi12
    /CMSSI17
    /Cmssi17
    /CMSSI8
    /Cmssi8
    /CMSSI9
    /Cmssi9
    /CMSSQ8
    /Cmssq8
    /CMSSQI8
    /Cmssqi8
    /CMSY10
    /Cmsy10
    /CMSY5
    /Cmsy5
    /CMSY6
    /Cmsy6
    /CMSY7
    /Cmsy7
    /CMSY8
    /Cmsy8
    /CMSY9
    /Cmsy9
    /CMTCSC10
    /Cmtcsc10
    /CMTEX10
    /Cmtex10
    /CMTEX8
    /Cmtex8
    /CMTEX9
    /Cmtex9
    /CMTI10
    /Cmti10
    /CMTI12
    /Cmti12
    /CMTI7
    /Cmti7
    /CMTI8
    /Cmti8
    /CMTI9
    /Cmti9
    /CMTT10
    /Cmtt10
    /CMTT12
    /Cmtt12
    /CMTT8
    /Cmtt8
    /CMTT9
    /Cmtt9
    /CMU10
    /Cmu10
    /CMVTT10
    /Cmvtt10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomDGR-Bold
    /NimbusRomDGR-BoldItal
    /NimbusRomDGR-Regu
    /NimbusRomDGR-ReguItal
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




