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Abstract. This review paper discusses the various defensive models and mech-
anisms used so far in cyber security. Cyber security is very sensitive issue,
where technologies are integrated day by day. To deal with sophisticated at-
tackers, there is a need to develop a strong proactive defensive mechanism for
fastest growing malware codes and other attacks too. In particular, digitization
and information infrastructure initiated a battle for dominance in cyber space.
This paper aims to highlight various challenges in cyber security, recent inte-
grated technologies along with the recent advances in cyber security paradigm.
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1 Introduction

The world is moving towards digitalization with rapid technological developments.
Therefore data security is one of the leading challenges in front of us. Integration in
technologies has made the Internet the most important infrastructure for the business
development of government and private organizations [1]. While computer networks
and the Internet remain an important part of organizations, they are also creat-
ingenough opportunities for attackers. Strong Cyber Security infrastructures are re-
quired for nation's security and economic welfare byprotecting critical information.
With the advancement in communication technologieslike latest tools, denser net-
work, and high bandwidth, cyber attackers are having more possibilities to exploit and
new vulnerabilities.

Data security is one of the major issues while sharing of data in different areas like
banking, government department, e-commerce, communications, national defense,
entertainment, finance, and private organization over cyberspace. To protect essential
information, many techniques have been developed but still, the databases are prone
to variety of attacks. These attacks are further classified as active attacks and passive
attacks [3-4]. A strong cyber architecture can be a solution to this, which is mostly
emphasizes on security features, such as cybersecurity devices like firewalls, Intru-
sion Detection/Protection Systems, strong passwords encryption/decryption devices,
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etc. and secure communication protocols such as HTTPS, SSL, etc. However, most of
the organizations face difficulties in identifying what critical assets need to be pro-
tected and how to implement appropriate cyber architecture to control, and segment
the network. To avoid these difficulties, organizations need to move toCyber Security
Decision Support (CSDS) systems. There are various types of security mechanisms,
which are based on the various attacks [5-6]. Figure 2 depicts some of the most com-
mon cyber-attacks.The first level categorizes the types of cybersecurity, the second
level corresponds to the objective related to each type and the third level in the hierar-
chy includes various attacks observed.
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Fig.2. Classification of Cyber Security with Attacks

2 Literature Review

In the mid-1990s, cyber issues came into existence and by the end of the *90s; official
responses to dealing with these issues had also taken shape [7]. And since then, many
defensive mechanisms have been developed so far to deal with cyber issues. In this
paper, we have tried to throw some light on cyber-attacks and their defensive mecha-
nisms.

In 2008 Moradian E. et al. [8] proposed a meta-agents approach in web services.
For a business system, web services have always been a subject of concern. The ap-
proach was specifically proposed to monitor the threats and attacks in web services.
They proposed meta-agents over software agents in a multi-agent system to prevent
possible attacks on web services. In meta-agents, an agent was used to monitor soft-
ware agent activities and accordingly work was directed to software agents. By using
this approach, unexpected event were also handled. Bedi P. et al. in 2009 [9] proposed
a system based on multi-agent system planning for threat avoidance (MASPTA)
where the system works in a multi-agent environment and uses a goal-oriented action
planning (GOAP) strategy with the threat modeling process. In their proposed system,
the agents played an important role to avoid threats. In particular, the main aim of



thisapproach was to protect web-based systems by avoiding identified threats. The
system used to treat modeling concepts to identify the threats first and after that, an
attack tree was created by using Hierarchical Task Network (HTN) technique. Along
with this, Goal Oriented Action Planning (GOAP) was used to generate an action plan
which avoids threats. Whereas Saurabh A. et al. [10] considered the problem of secu-
rity-constrained optimal control for discrete-time. In particular, they focused on a
class of denial-of-service (DoS) attack models and were aimed to minimize the objec-
tive function of the problem by finding an optimal feedback controller subject to safe-
ty and power constraints. To solve this problem they presented a semi-definite pro-
gramming based solution.

Nassar M. et.al in 2010[11] proposed a framework for monitoring SIP (Session Ini-
tiation Protocol - RFC 3261) enterprises networks. They proposed an approach
Anomaly detection provided security to SIP enterprises networks at three levels; 1)
Traffic on network, 2) the server logs and 3) enterprises billing records. This Anoma-
ly detection was based on two factors: feature extraction and one-class Support Vec-
tor Machines (SVM). They also proposed methods for anomaly/attack type classifica-
tion and attack source identification. Fu-Hau H. et al.in 2011 [12] proposed a
BrowserGuard, to protect a browser against drive-bydownload attacks. In this type of
attack, attackers can download any code on a victim’s host as well as can execute it
also. BrowserGuard used to monitor the download scenario of every loaded file on the
web browser. To implement BrowserGuard on IE 7.0, they used the BHO (browser
helper object) mechanism of the window. Their experiment result showed less than
2.5% of low performance and in their experiment, they did not use false positives and
false negatives for the web pages.

In 2012, Gandotra V. et al. [13] presented a Three Phased Threat-Oriented Security
model based on the concept of proactive threat management. In this model, they pro-
vided security for both known and unknown threat, which was not possible in the
traditional method. By this model, in the first phase; they applied both threat model-
ing processes and research honey tokens together to identify unknown threats and in
the second phase; using a multi-agent system, concern and necessary security
measures had reduced the dangers. Basically, this model was used in the risk analysis
segment of the spiral model to enhance security. This model leads the traditional
technique, where they provide security only against the identified threats. Whereas
Roy A. et al. [14] proposed a novel attack tree (AT): attack countermeasure trees
(ACT) that took into account both attacks and countermeasures as detection mecha-
nisms and mitigation techniques respectively. This proposed model allows one to
perform security on the basis of qualitative and probabilistic analysis. Their proposed
model outperforms as compare to other existing analytical model-based security op-
timization strategies. In 2013, Almasizadeh J. et al. [15] proposed a State-Based-
Stochastic model which uses Semi-Markov-Chain to generate a security matrix.
Through this matrix, the degree of system security was counted. The degree indicated
the level of security on the system. In particular, the proposed model was described as
the attacker’s activity, as well as the system's reactions over time by using probability
distribution function.



In 2014 [16], Dewar presented a paper intending to define cybersecurity terminol-
ogies. Along with this, three approaches were proposed: 1) Active Cyber Defense
(ACD): It was designed to predict proactive measures to identify malicious codes. 2)
Fortified Cyber Defense (FCD): it was designed to provide security by constructing
secure communication and information networks. 3) Resilient Cyber Defense (RCD):
This approach was designed to focus on decisive infrastructure and services which
provided continue network communication and services. Peri Net Machine is a tool of
graphical and digital modeling along with a strong mathematical basis and graphical
modeling capability. In the same year [17] researchers, Xinlei Li and Di Li found that
traditional machines are not capable enough in detection capability in the synthetic
model, andone cannot use all Peri Net Machines to describe attack behavior and if the
machine is having a machine element simply it causes errors. Hence, to overcome
failures in traditional machines, they proposed a Network Attack model based on
Colored Petri Net. This model supported both synthesis operation and colored syn-
thetic operation along with this model ensured synthetic model reserves original de-
tection capability.The same year, an Intelligent approach against injection (e.g. SQL,
XSS) and Trojan attacks happened in web applications had been proposed by Razzaq
A. et al. [18]. They modeled security framework using the ontology approach. This
was very promising to detect zero-day vulnerabilities. Especially, this model captured
the context; detect HHP protocol attacks, focused only on specific requests and re-
sponses where malicious attacks were possible. This model also took into considera-
tion important content of attacks, source, target, vulnerabilities, technologies used by
attackers and controls for mitigation.
10T (Internet of Things) can be seen as a new instrument in the era of technology
enhancement. 2015 was the year, where industries were progressively enabling 10T in
their organizations. Neisse R. et al. [19] proposed Model-Based Security Toolkits for
10T devices. This toolkit was constituted in a management framework to support both
specification and efficient evaluation of security policies of user data protection. This
framework addressed two major problems: i) validity of security and privacy of user’s
data towards loT. ii) Maintaining trust between loT technology and individuals.
Through a case study in a Smart City scenario, they successfully evaluated its feasi-
bility, performance and concluded that their proposed model successfully gained trust
in 10T transactions.

In 2016 Varshney G. et al. [20] proposed Phishing Detection System: Lightweight
Phish Detector (LPD). The basic principle of LPD was to discover the right set of
features associated with authentic web pages, through popular engines. LPD used two
features to check the authenticity of the web page: 1) URL's Domain Name and 2)
title of the page. They compared the current search engines that supported anti-
phishing approaches and others who used chromes, Firefox, Internet Explorer-like
popular search engines and got 92.4% to 100% true negative varying rate and 99.5%
true positive rate and concluded that the proposed scheme was accurate enough. In the
same year, Deorel D. et al. [21] presented a survey of different automated software
used to protect data. To protect data from the virtual machines, they used different
distributed cybersecurity automation framework. In their proposed work, they ex-
plained the various techniques used to develop software like: user virtualization, event



log analysis, one-time password, and malicious attack detection along with this some
privacy protection was also explored in their proposed work.

Meszaros J. et al. [22] same year proposed a new framework for online services secu-
rity risk management. This framework was used by both service providers and service
consumers. They also performed a case study for the validation of the framework.
Threat model and a Risk model were the two key components of the proposed frame-
work. These two models provided a specific feature for online services. Mainly in
their proposed work their entire focused was on services used in the public internet
environment. With the aim of automated management to detect and prevent potential
problems such as identifying traffic behavior patterns, Gilberto F. et al. [23] proposed
two anomaly detection mechanisms. These proposed mechanisms were based on sta-
tistical procedure principle Principal Component Analysis, Ant Colony Optimization
metaheuristic and Dynamic Time Warping methods and the major contribution of the
proposed method were in pattern recognition and anomaly detection. SeyedMojtaba
H.B. et al. [24] proposed an intrusion detection framework. This framework was
based on multiple criteria linear programming (MCLP) and support vector machines
(SVM), and tome-varying chaos particle swarm optimization (TVCPSO). The pro-
posed method performed welled in terms of having a high detection rate and a low
false alarm rate.

In 2017 Park J. et al. [25] addressed the accessibility issues for the enterprise man-
agement system who were providing remote access to their users. They proposed an
Invi-server system that addressed this issue. It was designed to protect the secrete
server from unauthorized access by keeping IP and MAC addresses that remain invis-
ible from external scanning. They suggested that this Invi-server system could be used
to reduce the attacker’s surface. They also implemented the prototype of Invi-server
which significantly reduced attack surface without affecting the performance of the
network. Wagner N. et al. [26] in 2018 proposed an Automatic method for generating
segmentation architectures. These segmentation architectures were optimized for
security, cost and mission performance. They proposed the concept of network seg-
mentation as a mitigation technique to protect the computer network by partitioning it
into multiple segments. It was a hybrid approach that combined Nature Inspired opti-
mization along with cyber risk modeling and simulation. The prototype systems were
used to implement the method and demonstrated a network environment under cyber-
attacks through a case study. In 2019 Badsha S. et al. [27] proposed a Privacy Pre-
serving Protocol. They addressed that organizations that used this protocol can freely
share their private information in encrypted form with anyone and they could know
about the future prediction by learning the information without disclosing any infor-
mation to anyone. They also addressed that through a properly developed decision
tree, organizations can predict whether the email received is spam or not.



3 Recent Scenario in Cyber Security

Enoch S. et.al [28] proposed a Temporal Hieratical Attack Representation Model to
evaluate the effectiveness of security metrics. They categorized the network into two
categories (e.g., first changes in hosts and second in the edge). They used Attack
Graphs and Attack Trees Graphical Security Models for dynamic networks for the
systematical analysis of security posture by using a security matrix. Most of the time
these models were lacking to capture dynamic network (changes in topology, fire-
walls, etc). There proposed Temporal Hieratical Attack Representation Model has
overcome these problems by systematically capturing and analyzing the changes of
security in the network. Semerci M.et al. proposed an Intelligent Cyber Security Sys-
tem against Distributed Denial of Service (DDoS) Attacks in communication Net-
works [29]. The proposed model was consists of two components: A monitor to detect
DDosS attacks and a discriminator to detect unwanted users in the system. They de-
ployed their proposed model over a Simulated telephone network evaluated the per-
formance of the model by a high throughput simulation environment. The proposed
system detected the attack as well as identifies the attackers, but particularly the pro-
posed model was focused on DDoS attack.

Hajisalem V. et al. [30] proposed a hybrid classification Intrusion Detection System.
The proposed system was based on the Artificial Bee Colony Algorithm (ABC) and
Acrtificial Fish Colony (AFC) algorithms. They used Fuzzy C-Means Clustering
(FCM) to divide the training data set and Feature selection (CFS) techniques to re-
move irrelevant features in the data set. If any single deviation was found system
considered it as an attack. Whereas the normal IDS system used two techniques for
the same: pattern matching and statistical anomaly. There proposed method outper-
formed as compared to the normal IDS system and achieved a 99% detection rate and
0.01% false-positive rate.Li Y. et al. [31] proposed a framework to facilitate the de-
sign of Self-Destructing Wireless Sensors that ensured the security and performance
of the wireless sensors. In a proposed framework, a cryptographic self-destructing
mechanism was used that enabled autonomous self-destruction in wireless sensors.
Self-destructing wireless sensors required the ability to determine that, whether the
sensor is lost and if yes then timely the sensitive information should destroy. The
proposed framework was capable enough on performing quantitative analysis on the
security and performance of wireless sensors.

4 The Challenges of Cyber Security

To develop strong security mechanism which meets all modern requirements is a very
complex task. Following are some reasons behind it,

e There are many security mechanisms that are designed so far, but how logically
we could select and use the appropriate security mechanism(s) is a subject of
concern.



e While designing security mechanisms, potential attacks are always a matter of
concern but still in many cases, attacks are designed by looking at problems in
present system, therefore an unexpected weakness in the mechanism is possible.

e The dynamic nature of the network system constitutes another challenge to net-
work security, where devices, IMP’s, and security elements like firewall, topolo-
gies keep changing dynamically.

e  Continuously monitor and maintain integrity in security over time is also one of
the major issues in overloaded environment.

e Many organizations are facing accessibility issues in providing remote access to
their users, because once the network server is connected with the Internet, any
host on the Internet can access the server and steal the user’s private information.

e  Security Validation of 10T devices and maintaining the privacy of user’s data
while keeping trust among users is very challenging.

e Many organizations are looking to move their most of the data to ‘the cloud’,
which has created a new opportunity for the attackers.

5 Research Gap

Cyber Security in the modern network is difficult to assess because they are dynamic
in a configuration such as changes in topology, firewalls, routers, etc. We cannot deny
that in existing infrastructure, there are numerous limitations (such as lacking self-
awareness, absence of self-organizing mechanism and feedback mechanisms, no abil-
ity to diagnose miss-configuration). Many traditional techniques such as data encryp-
tion techniques, authenticate mechanisms, firewalls are applied to protect computers
and networks. Moreover, Graphical security models such as Attack Graphs and At-
tack Trees are widely used to systematically analyze the security posture. The basic
problem with these models is that they are unable to capture dynamic changes in
terms of host and edges in networks. Many other models were applied as a solution to
handle dynamic changes at hosts and edges level but not at configurationally. Intru-
sion detection systems and Intrusion pretension systems are well-known security in-
struments to the network layer to identifies and block malicious activities if firewalls
fail to provide securities but they fail to identify unknown malicious activities. In
recent years, to optimize the performance of intrusion detection systems various na-
ture-inspired meta-heuristic techniques such as Ant Colony Optimization (ACO),
Particle Swarm Optimization (PSO), and Artificial Bee Colony were applied. But they
also failed to provide complete security because of their predictable nature some-
where.

The current cyber security architectures are static therefore usually it is controlled by
humans such as systems properties and systems behavior being highly dependent
upon human administration to be programmed and told how and what can done. This
extensively influences the decision-making procedure and perhaps is the major draw-
back in the automation of such systems. Therefore, the current architecturesare neither
reliable nor robust in nature hence with this no-adaptive behavior, unable to learn or
have limited learning capability makes them unsuitable to adapt unexpected situations



in dynamic environment. Therefore, it is important to propose and experiment self-
organized and resilient cyber architecture.

6 Conclusion and Future Scope

As the useof integrated technologies has increased, cyber security has receivedthe
paramount importance. Static mechanisms are vulnerable to many attacks because of
their predictable nature such as centralized control, limited learning capabilities and
inability to handle new cases in a frequently changing environment. These features
present new challenges, as achieving security is more difficult in dynamic mecha-
nisms.After studyingexisting research work, it is observed to have an automated ar-
chitecture with proactive defense mechanism. A Hybrid approach could be a solution
in the area of cyber security decision support (CSDS) that leverage data-driven meth-
ods to generate optimal/near-optimal security decisions in dynamic network condi-
tions.
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